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OBJECTIVES

v" Introduce available resources

v Provide an overview of the process

v Develop familiarity of forms used in the process

v Review the suggested preparation timeline for the Annual

Enrollment Period



Resources and Forms

Resources Forms

 Data Exchange Preparation Procedures 0 Request for Servier to Server Access to Centers for
DEPP Medicare & Medicaid Services (CMS) for Enterprise
( ) File Transfer (EFT) Corporate Secure Point of Entry

A Plan Connectivity Checklist (SPOE) ID Form

Q Planned Communication User Guide Q EFT Partner Server Form
(PCUG) d External Point of Contact (EPOC) Designation

Letter
O EPOC Access Acknowledgement Form
O Plan Connectivity Data Module (PCD) Form



Resource: DEPP

Data Exchange Preparation Procedure

 The DEPP is a grand overview of the
connectivity process and connectivity
types.

* To access the DEPP, navigate to the
download section at the following URL.:
« Plan Connectivity Preparation | CMS

EEEEEEEEEEEEEEEEEE

Medicare Advantage Prescription Drug (MAPD)
Data Exchange Preparation Procedures (DEPP)
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Resource: Plan Connectivity Checklist

« The Plan Connectivity Checklist is a general —
outline you can follow to complete the connectivity
process.

« The process has specific timing for steps to be @S

completed; please review the timeline for more
detailed information.

Medicare Advantage Prescription Drug (MAPD)
Plan Connec tivity Checklist

« To access plan connectivity checklist, navigate to the
downloads section at the following URL: Plan
Connectivity Preparation | CMS
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Resource: PCUG

Plan Communications User Guide

« The Plan Communications User Guide is a valuable resource for
: : : ! Plan Communication User Guide for
those Wh(? submllt files. It prqwdes users an overview of the. | e
different file naming conventions and line coding that are utilized PRESCRIPTION DRUG PLANS

to assist in submitting files for their Plans. phiiys

Version 16.1

« The PCUG outlines the functions within the MARx -
Medicare Advantage and Prescription Drug System (MARX)
User Interface application that most will find useful.

« The PCUG is updated regularly. To access the most up-to-date
version of the PCUG you will navigate to the download section
at the following URL.:

« Communications User Guide (PCUG) | CMSMAPD Plan
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Form: SPOE ID Request Form

Request for Server to Server Access to CMS for Enterprise File Transfer
(EFT) Corporate Secure Point of Entry (SPOE) ID

The SPOE ID Request form is needed when a Plan does not have a current

ID to connect to CMS.

« Instances when Plans will need the SPOE ID Request form:
o All Connect: Direct
o All The Information Bus Company (TIBCO) Managed File Transfer
(MFT) Internet Server (IS) Secure File Transfer Protocol (SFTP) &
TIBCO Platform Server (PS)
o Gentran when utilizing a 3rd party or automating file transfers

* Instances when Plans may not need the SPOE ID Request form:
o Plan has an existing SPOE ID for other contract(s)
o Gentran without 3rd party or automation/use of SFTP.

To access the SPOE ID Request form, navigate to the download section
here: Plan Connectivity Preparation | CMS

Request for Server to Server Access to CMS for Enterprise File Transfer (EFT)
Corporate Secure Point of Entry (SPOE) ID

= Organization Contact® and CMS Approver™ must read and =
-+ The CMS Appro nd the completed form to CMS EFT "GTL mailbos

1. CMS application
Service Request number for EFT setup requiring this SPOE ID:

CMS Application(s) d to:

2. TYPE OF USER ID NEEDED: (Flease only check one)
SFTP - MFT Internet Server [0 Gentran B2BI
[ P Platform Server (CyberFusion) [l <

3. Organization/Company Information

Organization/Company Name:

Organization/ Company EIN:

Organization Contact Name:

Organization Contact Phone:

Organization Contact Email:

MAPFD Plan Contract #/MAC ID:

4. Organization/Company Technical Contact Information

Techmnical Contact Name:

Technical Contact Phone:

Technical Contact Email:

Company Node Name (C:D):

5. CMS Business Owner Approver Information

CMS Approver MName

CMS Approver Phone:

DO NOT WRITE BELOW THIS LINE — FOR CMS LISE ONLY

SPOE ID: IDs Assigned By:
Tech Contact Motifiad: Date-

{ SPOE Request — 200208-10)



https://www.cms.gov/data-research/cms-information-technology/access-cms-data-application/plan-connectivity-preparation
https://www.cms.gov/data-research/cms-information-technology/access-cms-data-application/plan-connectivity-preparation
https://www.cms.gov/data-research/cms-information-technology/access-cms-data-application/plan-connectivity-preparation
https://www.cms.gov/data-research/cms-information-technology/access-cms-data-application/plan-connectivity-preparation
https://www.cms.gov/data-research/cms-information-technology/access-cms-data-application/plan-connectivity-preparation

Form: Enterprise File Transfer (EFT)

Partner Server Form

* Plans must print, fill out, and sign these forms. Email completed forms ccms

. Enterprise File Transfer (EFT)
to: EFTAdmin@cms.hhs.gov. Parthor Server Information

Date

It is strongly recommended you cc: MAPDHelp@cms.hhs.gov

A. SERVER INFORMATION

Type of Server: [] Connect: Direct [ ] SSH [J MFT Platform Server
Operating System: [ Unix [ Linux [ Windows []=z0S
Node Name:

IP Address:

* The partner server form is used for new connections into EFT. The
EFT Partner Server Form provides the IP address and connectivity P e e i e i e s ot

Username:

details for the connection that EFT needs for routing.

Directory or High Level Qualifier EFT will send files to:

- The EFT Partner Server Form is needed to allow CMS access S S e

1. If the password expires, how often will EFT need to reset it?

2. Please provide the contact information for the group EFT needs to contact to

to the Plan’s SFTP server to successfully send and receive files |
to the Plan.

D. PUBLIC KEY for SSH users (SSH DSA KEY)

Please direct any questions to your EFT contact or the EFT Team

« To access the Partner Server Form, you will navigate to the e
download section at the following URL:
Plan Connectivity Preparation | CMS
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Form: EPOC Designation Letter & EPOC Access

Acknowled

ement Form

[please use company Letterhead — Letter must be emailed to DPOEPOCS@cms.hhs.gov and
MAPDHelp@cms.hhs.cov

RE: EPOC Desigration Lettar Raguest for Plan [Plan Number]

To: TS EPOC APPROVAL

[Nearme: of Plan Or Comparny) reguests that CMS designate the fallowing person as the External Paint of Contact
(EPCC) for plan cantract|s) ksted Belaw:

Full Name:

Telephone Numiber:

Email Address:

Contract

{List ol controct numbers this EPOC will be responsible for.)

s a1 official of [Name of company]L | have the suthority to Sesignate the person identified sbiove as the EPOC far
i e s

the cantract number|s} Ested shove. My contact infarmation is:

N

Titte:

Maifing Address:

Telephone Numiber:

Email Address:

Sincerely,

[Signature of the Company’s official, titke}

Plans must print, fill out, sign, and e-mail the forms to:
DPOEPOCS@cms.hhs.gov and CC:
MAPDHelp@cms.hhs.gov

Both forms are required for EPOC role approval.

Forms can be sent in at any time; however, during preparation
for Annual Enrollment Period (AEP), the role cannot be
requested in the Enterprise Portal (portal.cms.gov) until the
contracts are loaded. Typically, during the first weekend in
October.

Once EPOCs are approved, MA Submitters and MA
Representatives can request roles for approval by the
EPOC.

Plans are required to have at least one EPOC and one MA
Submitter to establish connectivity.

To access the EPOC Designation Letter and EPOC Access
Acknowledgement Form navigate to the download section at
the following URL: Plan Connectivity Preparation | CMS

EPOC ACCESS ACKNOWLEDGEMENT FORM

1. TYPEOF REQUEST iheckent o
[ NEW e Besignation [ ceRmFY
O cHSCONNECT £t access

2. USER INFORMATION

3. WORKLOAD INFORMATION
Contract Nurmber{s)

4. JUSTIFICATION

5. APPROVALS:

APPLICANT: Aead, complete andsignfollowing pages



mailto:DPOEPOCS@cms.hhs.gov
mailto:MAPDHelp@cms.hhs.gov
https://www.cms.gov/data-research/cms-information-technology/access-cms-data-application/plan-connectivity-preparation
https://www.cms.gov/data-research/cms-information-technology/access-cms-data-application/plan-connectivity-preparation
https://www.cms.gov/data-research/cms-information-technology/access-cms-data-application/plan-connectivity-preparation
https://www.cms.gov/data-research/cms-information-technology/access-cms-data-application/plan-connectivity-preparation

Additional EPOC Details

« EPOCs will NOT have access to the MARX application.

« This specific role is only tasked with approving/removing users access when
needed.

* To access the EPOC Role Request Guide, navigate to the download
section at the following URL: Plan Connectivity Preparation | CMS
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Form: Plan Connectivity Data (PCD)

* Located within the Health Plan Management System (HPMS) -
hpms.cms.gov. Login is with an Enterprise User Administration (EUA) o saumu coToCr
(CMS 4-character) ID.

* A Technical User’'s Manual can be found on the side panel under
“‘Documentation” to assist with navigation and entering data.

« If unable to access the site or see the Plan Connectivity Data Module,
please email HPMS Access@cms.hhs.gov. All other questions can be
answered by the MAPD Help Desk. -

* PCD Roles: [

o Organization Technical Contact — contact who can answer [
technical questions such as setup, testing, or file issues. O et

o Organization Representative — contact from the Plan with the
authority to approve the connectivity setup and form. o

o Plan EPOC Approver — individual with the authority ettt o A
to designate the Plan’'s EPOC. I P —

o Organization Contact Information for Enroliment SPOE (Secure
Point of Entry) - contact from the SPOE ID Request form.

11
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Additional Available Resources

« Welcome Packet Resources: (packet for all new Plans for the coming year)
Welcome Letter

AEP Timeline - Overview of steps and suggested timeline

Connectivity Type Summary - A summary of connectivity types

MAPD Plan Connectivity Frequently Asked Questions (FAQ)

Who Do | Contact? - List of help desk contacts by role

O O O O O

 MAPD Plan Connectivity Checklist - Steps for establishing connectivity by type
 All documents can be found in the download section at this site:

https://www.cms.gov/data-research/cms-information-technology/access-cms-data-application/plan-
connectivity-preparation
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Basic Outline of the Connectivity
Process

01

SELECT A
CONNECTIVITY TYPE
BASED ON YOUR
INFRASTRUCTURE
AND GOALS

02

COMPLETE FORMS
ASSOCIATED TO THE
CHOSEN
CONNECTIVITY TYPE

03

INITIATE USER
ACCESS WITH
FORMS AND

WEB APPLICATION
REQUESTS

04

COMPLETE ROUTING
SETUP AND TESTING

13



General Events for All Plans

Welcome Packet EPOC F -
MAPD Help Desk provides the orms EPOC Create Service
Welcome Packet MAPD Help Desk confirms and :
requests EPOC forms from Approved I{equest (SR) T@Stlng
Plans DPO approves EPOC’s MAPD Help Desk Creates EFT and/or MAPD Help Desk
Must be received before: request in the Enterprise SR for EFT to establish completes testing with Plan
September 30 Portal Plan’s routing
PCD Forms Plans are Loaded EFT Extract Connectivity
MAPD Help Desk requests and mn IDM MAPD Help Desk provides Plan Data Completed
. required for Connectivity to EFT
Legend Conflzj[rfsstlr;?rife)ir\trelil {)r:fr(l)lrglans Submltter a Y MAPD Help Dgslf notifies
[0 GettingStared  Seprember 1 MAPD Help Desk Approved e compleced and supples
notifies all EPOCs resources
Obtain Security and through SNow cases to EPOC approves
Access request access in the submitter's request in the
Enterprise Portal

|:| Establish Data Transfer
Protocols

B Testing
B Completed

Enterprise Portal
Start: First week in
October




New Plans Participating in the Medicare

Advantage Prescription Drug (MAPD) Program

All new Plans participating in the Medicare Advantage
Prescription Drug (MAPD) Program must receive a contract
number(s) from CMS or the Health Plan Management System
(HPMS) before they can begin.

After obtaining a contract number(s), Plans must register a
designated person(s) to enter the Plan’s connectivity data into
the HPMS Plan Connectivity Data (PCD) Module.



Connectivity Types

01 Connect: Direct

A private CMS Wide Area Network
(WAN) Ethernet connection directly
connects the Plan to the CMS
network.

The software to support the data
transfer across the private connection
is Connect: Direct, a product that can
be licensed from International
Business Machines (IBM).

Plans are expected to fund the cost of
any additional hardware the Ethernet
connection,and software license.

TIBCO MFT

02

Secure File Transfer Protocol (SFTP) is a
secure internet server hosted by the Plan.
Organizations opting to use the SFTP
with the TIBCO MFT Internet Server will
be required to obtain a Secure Point of
Entry (SPOE) ID from CMS and to host a
Secure Shell (SSH) server with a Digital
Signature Algorithm (DSA) or
Rivest-Shamir-Adleman (RSA) public key.

Hypertext Transfer Protocol Secure
(HTTPS) is a secure web interface to
provide connectivity to the TIBCO MFT
internet server hosted by CMS. Users will
log in to the TIBCO MFT internet server
web interface to send data to CMS.

03 Gentran

This connectivity type is for small Plans,
with less than 100,000 beneficiaries,
participating in the MAPD program.

File size is limited to less than 2GB.
Gentran is an option limited to small
Plans because of its file size restriction.
With Gentran, Plans have the option to
manually submit files (individual IDM user
ID required) or to do an automated SFTP
pull (SPOE ID required).




Connectivity Type:
T1 Connect:Direct

R ¢ Obtain c et
equest access T omplete
N to CMS by
completing the

installation and Complete and
software from fi ; £ ey & Feturn the PCD
Sterling configuration o
SPOE ID form B
Commerce

Module

Getting
. Started

Register MA
Submitter(s), & MA

Submit EPOC
Designation
Register EPOC(s) < Letter and
Representative(s) in IDM z Access
in IDM Contract

Acknowledgeme
Loaded G e

Approved

PP Security & !
Access

Work with EFT to MAPD will e-mail
Contact CSSC Plan’s contact once
setup and test : : -
ctivit | Operations if setup is complete
(ggzgirelc\gi\ge submitting PDE and test files have
fil & RAPS files transmitted
iles) successfully

.Routing &
Testing




Connectivity Type: TIBCO MFT

1. Obtain and 1
Adleman (R

Request aceess Lo
“MS by completing - - Complete and return
re Point ol Approved the Plan Connectivity g
Data (PCD) Module

Start

Register EPO(
1DM

Approved

Contract

Loaded

Approved
I

MAPD will e-mail
Plan’s contact once

your setup 1s P
. . ' Finish
; r g ( 7) complete and test o o stab ~d and
test connectivity . . . . . -
; PN S Ad ment Processing have transmitted
(send/receive tiles) : =

System (RAPS) files successtully

Routing &
Testing




Connectivity Type: GENTRAN

Request access

| . Submit EPOC
Complete an
et by - return the PCD
completing SPOE T —

ID Form e il

Designation Letter
| and Access
Module

Register EPOC(s)
Acknowledgement

Register MA
Submitter(s), & MA
Contract in IDM
forms Loaded

Representative(s)

in IDM
Getting

Started

Security &
Access

=
2
4
e
=3
j=3
-

Make sure
mailbox(es) are

MAPD will e-mail

Plan’s contact once Contact CSSC
setup is complete | Operations if
established and | — and test files have
accessible transmitted

Work with EFT to
setup and test
submitting PDE & connectivity (send/
RAPS files receive files)
successfully

Routing &
Testing



Additional Information

For more information and answers to common
guestions, navigate to the document labeled “AEP
Connectivity FAQ" found within your Welcome Packet.
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Points of Contact

= MAPD Help Desk: 1-800-927-8069
= HPMS Help Desk: 1-800-220-2028
= CSSC Operations Help Desk: 1-877-534-2772

For more information, please see the
‘Who Do | Contact?’ document within your
Welcome Packet
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